In the last years a lot of research has been done, both in academia and industry, regarding blockchain technology. Unfortunately, we found very little research covering what properties a system is required to have to be called a blockchain system and, if they do not fulfill these criteria, what terminology can be used to describe them instead.
The following paper is a draft we developed in 2018 during internal discussions concerning this topic. We are discussing what properties we believe a blockchain system is required to have to do justice to this term. Furthermore, we argue that an alternative term is needed to discuss technologies not fulfilling all requirements to be called blockchain but being related to this technology. We believe that the term Decentralized Consensus Technology might be both generic and specific enough to cover all the advancement in the area of blockchain technology without excluding possible solutions for challenges in that area.
Between the end of 2018 and the beginning of 2019 we submitted the paper both to a conference covering topics of security, privacy and distributed systems and later (after addressing reviewer feedback) to a journal covering the topic of software engineering. Unfortunately, both times the paper was rejected. The reasons for the rejections can be summarized as follows:
-We didn't meet the expected format and the degree of novelty was deemed too low -We lack a scientific process for collecting the presented concepts and data.
E.g. a systematic mapping study would have been preferred. -It is unknown in which direction the technology will develop and it cannot be said whether our proposed terminology covers the complete connotation of blockchain systems.
Due to various discussions both inside and outside our research group we decided that the following draft might serve as a good starting point for further discussions in the context of blockchain terminology. We therefore decided to publish it on a publicly accessible platform, regardless of whether it was rejected by the conference and journal. We hope that it helps to develop a commonly shared understanding regarding the properties of such systems and the terminology to describe them. Feel free to use it as a basis for further research and to get in touch with us to discuss this topic.
Introduction
Blockchain technology is an innovation said to be one of the most disruptive inventions of the past decades [100] . Although, initially only intended to be a decentralized alternative to the traditional centralized financial currency system [97] , it is now used in various different scenarios. Since the Bitcoin white paper presenting the first concepts, later named blockchain technology [97] , a lot of research has been done to further improve the concept and implementations. In spite of all these improvements, or maybe even because of them, it is hard to describe how a blockchain system is characterized [31] . There is little commonly shared knowledge and agreed-upon terminology for the specific properties a system has to provide to be seen as a blockchain technology and which properties of a certain system might prevent such a classification. This area of research is growing and in the last year a few publications started to address this issue (cf. [85, 148, 147] ). The problem of having no commonly known and accepted description of the system under examination becomes visible when analyzing the state of research for blockchain applications: Nearly all start with their own introduction and definition of blockchain technology. Often some properties are mentioned used to classify a blockchain project as such. Several papers state for example that decentralization, immutability of included data and being able to operate without relying on trust between the participants are fundamental properties of blockchain technology [97, 31] . Furthermore, there is a lot of research regarding the modification of certain properties (e.g. see [8, 122, 101] ) while still claiming the resulting systems to be blockchains.
Remarkably, even though Nakamotos [97] white paper is considered to be origin of the blockchain technology, the term "Blockchain" is not used in their paper. We will show that it is hard to point out which properties characterize blockchain technology, especially when several approaches modify, remove or extend ideas from the initial concept by Nakamoto. During the last years the term Distributed Ledger Technology (DLT), respectively Distributed Ledger System (DLS), came up to handle these terminology shortcomings [85] . Unfortunately, even these terms do not cover all forms of system that came up in the context of blockchain technology. For example, it has to be discussed whether a distributed computation platform like Ethereum [34] can be accurately described as a (decentralized) ledger. We propose to use the term "Decentralized Consensus Technology" (DCT) (cf. [64] ) aiming at describing a wider range of technologies in the context of blockchains without being too specific to cover modified versions of the concept. We will show why the distinction between blockchain technology and the term Decentralized Consensus Technology (DCT) is important and should be considered in further research.
This paper is structured as follows: The next section will give a short introduction to the initial concept presented by Nakamoto, derive specific properties of their approach as a baseline for further comparison and highlight some problems of this initial concept. Section 3 will give a brief overview of current research topics modifying properties of the initial system. Section 4 covers insights about the definition of the term DCT and will show that the question which properties characterize Decentralized Consensus Technology depends on the application to be developed. Section 5 will present related work in this context and Section 6 will conclude our work.
A brief history of blockchain innovations
Bitcoin is said to be the first blockchain application and is therefore considered the technology which has coined the term blockchain. The technology of Bitcoin is based on a whitepaper [97] published in 2008 by a person (or group) acting under the name Nakamoto (which is believed to be a pseudonym [131, 104] ). It is based both on cryptographic principles (like [11] and [94] ) and ideas concerning decentralized currencies (like [130] and [46] ) that were published before.
Nakamoto designed a digital currency system in which the coins are based on digital signatures. Doing so, they insured the security and integrity of coin transfers by using established cryptographic methods. In contrast to previous digital currencies like Szabos Bit gold [130] or Dais b-money [46] Nakamoto further solved the so-called double-spending problem. The double-spending problem describes the fact that digital goods might be duplicated easily. In contrast to physical money which can only be spent once (and is not in your possession thereafter), it is hard to assure that digital assets are only passed over to a single person or to make sure that such a multiple spending is at least noticed by others.
Technical implementation of the Bitcoin blockchain system
Nakamoto solved the double-spending problem of previous decentralized currencies by defining that only the first attempt to spend a certain coin should be seen as valid. Later attempts should be rejected by the network. To make this possible, every member of the network has to be able to check the validity of any request to spend coins and to figure out if there have been previous requests of spending the same coins.
Coin transfers between owners is handled in transactions which contain information about the sender, the receiver, the amount of coins to be send and a proof that the sender is entitled to request the transaction (i.e, a proof that they are the owner of the coins they want to send). Proving the ownership of a certain coin is done using cryptographic concepts like digital signatures. Instead of relying solely on digital signatures to prove ownership, Nakamoto decided to introduce a script language that is used for this task. The decision came from considerations about enabling the modelling of complex requirements that need to be fulfilled to spend a certain coin. For example, it is possible to create a coin which can only be spent after a certain time period [58] .
Having transactions which can be validated with regard to the ownership of the coins is not enough to prevent double-spending attempts. To enable this, Nakamoto has decided that transactions are not broadcasted separately but in groups, the so-called blocks. Blocks are ordered and linked as a chain with each block pointing to its direct ancestor. By doing this, the order of the processed transactions can be captured. Grouping the transactions in blocks is still insufficient to solve the double-spending problem: a malicious member of the network could try to manipulate the blocks and leave out certain transactions. To prevent this, the blocks are protected against manipulation by a procedure Nakamoto called "proof-of-work". Proof-of-work is a cryptographic method introduced by Back [11] to prevent e-mail spam. The core idea is to include a proof that a certain amount of work has been done in order to demonstrate a certain commitment for the message being sent. In reality, this is often implemented by including a hash value that fulfills certain requirements (e.g. to start with a predefined number of zeros). Since hash functions are almost impossible to reverse or predict (i.e., finding the input for a given hash), the sender of the message has to try a lot of different input values (e.g. the message and a random value) to find one that leads to a hash value matching the requirements. Nakamoto used the same mechanism to secure the integrity of blocks. The hash value of a valid block has to start with a predefined number of zeros. If a block is changed, the hash value would change as well and, in most cases, not fulfill the requirements anymore. This enables the detection of illegal modifications [3, 58, 47] .
Besides the technical prevention of illegal modifications of issued blocks, the concept of Nakamotos blockchain depends on game theoretical elements as well [55] : Nakamoto decided that (at least in the reference implementation of Bitcoin) clients should accept the blockchain with the highest accumulated proof-of-work difficulty as valid [3, p. 200ff.] . Combined with the fact that the creation of new blocks requires a huge amount of computational power, this led to a system discouraging fraudulent behavior and promoting honesty [87, 13, 55] . Even though there have been some problems with this assumption (see e.g. [54, 69, 70, 62] ), as far as we know, there has been no successful attack targeting this specific attack vector (cf. [84] for successful ones). In the last years it has been shown that there are various problems with the concept presented by Nakamoto. Also, multiple attempts have been made to solve them. Some solutions are proposed as so-called Bitcoin Improvement Proposal (BIP)
1 , others as completely new blockchain networks (e.g. Ethereum [5] ).
Properties of blockchain technology
According to Nakamoto the goal of Bitcoin was to create an electronic payment system that does not depend on trusted third parties and enables any two parties to transact directly with each other [97] . Chatterjee [41] states that there are five properties characterizing blockchain technology:
-Immutable: It should be practically impossible to modify a block.
-Irreversible: It should not be possible to reverse a transaction once it was processed by the network participants. -Distributed: Everybody should be able to participate in the network and be able to validate and process transactions. -No Centralized Authority: There should not be a centralized organization the network depends on. -Resilient: The system should be able to handle faulty messages without opening up opportunities for fraud (also see [85] ).
There are further properties mentioned in the literature which are paraphrasing those listed above. There are also very generic properties which can be used to describe other non-Bitcoin Decentralized Consensus Technology (see Section 4) as well. Furthermore, there are characteristics used to describe blockchain technology that we believe are applied wrongly. To make it more clear, we give an example for each category:
-Properties paraphrasing the above ones -One prominent example for properties meaning the same but being described by different words is the distribution of the system. As it was stated before, authors like Chatterjee [41] or Nakamoto [97] themselves see the fact that the system does not depend on a central service and that everybody is enabled to participate as core factors of the concept. In the literature "distributed" and "decentralized" are used synonymously in order to describe blockchain technology, ignoring the semantic differences between the two words [148, 28, 139] . Section 3.9 will elaborate on the differences in more detail. Independent from the question which of both words is the correct one to characterize the technology, it serves as a good example to demonstrate the fact that different authors use different words to describe the same properties of blockchain concepts.
-Too generic properties -Some properties used to describe blockchain-like systems are very generic. Conte de Leon states that being digital is a fundamental concept of blockchain technology [85] . Without questioning this fact, it is clear that this property is too generic to describe and differentiate blockchain networks.
Generic properties are not necessarily bad but they still need to define a boundary in order to be useful. For example there might be a superior category embracing both blockchain and non block-or chain-based Decentralized Consensus Technology; independently of the internal functionality of such systems, being digital would also be a basic property. Another example of these kind of properties is that blockchain technologies are said to be "trustless". It means that they do not rely on a (central) trusted third party [38] . Some definitions even go one step further and declare that this trustlessness means that there has been a shift from trust in institutions or persons towards trust in algorithms and mathematical concepts (cf. [85, 92, 66] ). But similar to the digitality property, this also applies to a more generic term and not only blockchain technology.
-Wrongly applied characteristics -In literature sometimes properties used to describe blockchain technology are applied wrongly. One example for an alleged property of blockchain technology is the anonymity of blockchain users. The misconception that blockchain technology, respectively Bitcoin, is anonymous might go back to the fact that Nakamoto discusses transaction privacy in their white paper [97] . To be more precise, they compare the privacy of transaction in their presented system to the traditional money systems. In that comparison Bitcoin is better since there is no trusted third party keeping records of all transactions but only hashed public keys as indicators on how much money belongs to a certain Bitcoin address. This might have led to the erroneous belief that Bitcoin is anonymous and could therefore be used for criminal reasons (see [29, 57, 44] ). Nevertheless, various studies (like [30, 116, 121] ) have shown that this assumption is not correct and Bitcoin can only be described as pseudonymous. More information on the anonymity of blockchain technology, and on the fact that only some specific blockchain systems offer their users anonymity, is given in Section 3.1.
Problem categories of Bitcoin technology
Since the release of Bitcoin, several problems of the system have been shown. Some came up from practical considerations and some only from scientific examinations. Lin and Liao [90] identified several problems threatening the security and usability of the system: attacks focusing problems of the protocol, forks of the network, confirmation time of transactions, regulatory problems, scalability issues and integrated costs. We will now briefly discuss the categories attacks, confirmation time and transaction costs and scalability.
-Attacks -During the last years several attacks have been presented that could be used to publish fraudulent transactions, to double-spend coins or to trick other participants into believing that a certain transaction has been processed even though it has been rejected by the network. Examples for these kind of attacks are the so-called "Finney Attack" [74] , "Race Attack" [58] , "Eclipse Attacks" [68] or "50% + 1 Attack" [54] . The first three focus on other users of the network and try to trick them into thinking that they successfully received their coins. Eclipse attacks try to achieve this by isolating the victim of the attack from the other members of the network. If this is possible, the attacker can fake the acceptance of their transactions so that the victim believes that the transaction has been processed successfully while it was actually rejected. The 50% + 1 attack describes an attack vector in which the attacker controls the majority of the network's computational power and therefore is able to rewrite the transaction history. If this is possible, they could undo certain transactions and spend these coins again. Despite the name, recent studies have shown that it is not necessary to gain more than 50 percent of the total network computation power but that one third is sufficient [54] . Franco [58] describes an attack called "transaction spamming" which could be seen as a form of denial-of-service attack. The attacker tries to flood the network (or certain members) with a huge amount of (useless) transactions so that they are not able to process the legitimate ones in time anymore. -Confirmation time and transaction costs -Other problems that prevent Bitcoin from being used for everyday services are the long confirmation time of transactions and the integrated costs of new transactions. The time until transactions become confirmed results from design decision by Nakamoto that a new block should be created roughly every ten minutes [97] . This results in a confirmation time of a new transaction of roughly 60 minutes as the current best practice emerged that a transaction is valid if it is included in a block with more than six successors (at that point the probability that an attacker can modify enough blocks quickly enough to erase this transaction becomes acceptably small [127] ). This long period until a transaction is securely included in the blockchain might complicate the development of certain use-cases and hinders the everyday usage of the technology. On the other hand, authors like Antonopoulos [4, p. 247] argue it is not necessary to wait until a certain transaction has been included irreversibly, only until the risk of fraud is acceptably small. Another problem preventing Bitcoin from being used in daily life are the potentially high transaction costs. In general, though not strictly required, it is common to pay a small transaction fee besides the actual payment. This is done both to incentivize the other members of the network to process the own transaction and to prevent misuse of the network [34] . One problem of this concept is the fluctuation and actual amount of the transaction fee that has to be paid. Figure 1 illustrates this issue. From mid to end 2018 it shows an average transaction fee of about half a US-Dollar. But on the other hand the transaction fee peaked at nearly 55 USD in December 2017. Such volatility in the costs of a single transaction might prevent people from using Bitcoin for everyday services.
-Scalability -Scalability in the context of blockchain technology covers a wide range of different problems with the following three as the most threatening ones: Energy consumption, size of the blocks and total size of the blockchain. Energy consumption is an issue due to the concept of basing the security of the network on computational expensive routines, where a lot of energy is required for that task. De Vries examines this fact and concludes that the Bitcoin network consumes nearly as much electric energy as Ireland in 2018. There are calculations stating that the energy consumption will grow further extensively [137] . The size of a single block is important for scalability considerations because it limits how many transactions can be included in one block and therefore processed in a certain time. In literature there is often a comparison between the number of transactions per second of Bitcoin and the amount of transactions in the same time frame of a traditional payment provider. The studies often compare Bitcoin's 7 transactions per second [138] with traditional payment providers like VISA which processes up to 56.000 transactions in the same time [135] . This comparison is not entirely correct anymore since the size limitation of a single block was increased in the Bitcoin system in August 2017 [71, 115] . Instead of being a fixed size of 1 MB it was converted to a unit based system and increased to 4,000,000 units. Even when this would mean that more transactions could be processed in the same time as before, it is still no match for the traditional payment providers. Ehmke et al. [51] point out that the growing size of the complete blockchain poses another problem considering new participants of the network. Since new members of the network need to download the whole blockchain before they can start to participate in the process of creating new blocks, an ever growing blockchain poses a challenge. If the blockchain should be used in the context of Internet-of-Things it might even prevent devices, respectively members, from participating at all because they might not have the storage to download the blockchain initially.
There are two general ways how the community handles changes to improve the technology and mitigate problems: The first one is the proposition of a so-called Bitcoin Improvement Proposal (BIP). These BIPs are a semi-formal way to propose changes in the network protocol (or the implementation) and follow a process also described in form of a BIP 2 . The idea of BIPs is that new ideas are discussed in discussion groups growing in size until they reach the whole community. At that point the network members are able to vote in favor (or against) such an improvement and can therefore activate or reject it (see BIP 9 3 for more information). If a BIP was accepted and implemented in the core code, it might lead to a fork of the blockchain. This can happen in situations where mining nodes do not accept the new software version or simply have not update their software yet. The term fork describes an event in which the blockchain is split into two or more separated chains with the same ancestor blocks. In reality there is a distinction between soft-forks and hard-forks. The difference between these two is the compatibility with blocks created by clients that do not follow the new protocol. Soft-forks are a type of fork in which the old clients can still process blocks produced by the new ones (e.g. when a certain rule has become more strict than before). Hard-forks means full incompatibility between the new and the old protocol version [90] .
Another possibility to improve or modify the protocol is to create completely new systems. Due to the origin of blockchain applications (namely the usage as a currency) these new systems are often called "altcoins" or "altchains" [3] . These terms describe both completely new networks or meta coin platforms which operate on top of existing blockchains but add extra features by inserting additional data into blocks or transactions. Even though some approaches try to enable the interoperability of different altcoins (see e.g. [12] ), currently different chains are mostly unable to interact with each other [133] .
Evolution of the blockchain idea -
The current state of the art
In the previous section we discussed that there are multiple properties a blockchain system is said to have. In this section an overview of the current state of the art, respectively the evolution of the blockchain concept in the last few years, is given. Each aspect that will be presented should demonstrate the modification of certain properties of the blockchain concept. There are approaches that change or remove properties that Nakamoto [97] deemed essential but still make sense for certain use cases. Therefore a more general term describing technologies following the basic ideas of Nakamoto but not all of its concepts is required.
Nonetheless, the following survey shows the diversity of the current research in this topic and will show that a lot of the properties of Nakamotos system are being questioned. By examining the different modifications and improvements of the original idea by Nakamoto it will become apparent that there are a lot of attributes and properties the new approaches have or lack, which have not been discussed consciously but have been implicitly seen as granted.
Privacy -Between anonymity and pseudonymity
One of the properties that has been misinterpreted very often is the privacy of blockchain technology. Since its invention, Bitcoins decentralized character and its seeming anonymity [59] led to a wide usage for criminal or illegal purposes [140, 150, 30, 81] . Nevertheless, studies like [116] showed that the Bitcoin system is not anonymous but could be seen as pseudonymous. Since Bitcoin is often used by people that do not want their financial transactions to be traceable (see [30, 150] ) different improvements (e.g. Zerocoin [95, 2] ) have been made that also lead to completely new cryptocurrencies focusing on anonymity as a primary goal (see e.g. Monero [80, 88] ).
Besides completely new and privacy-centered coins, there are other techniques such as the so-called mixing services trying to anonymize payments by creating huge transactions with a lot of ingoing and outgoing addresses. The goal of these services is to complicate the analysis of the transactions and therefore to hide the sender and receiver of payments. This is done by mixing the actual payments with a lot of other, completely independent payments while it is only guaranteed that the receiver gets the agreed amount and not that it is received from a certain address (cf. [44, 32, 120] ).
Van Wegberg et al.
[140] point out that one of the problems of the anonymity of cryptocurrencies is that you often have to convert them back to a traditional (fiat) currency such as USD and EUR to be able to use them in everyday scenarios. Furthermore, the security of the system, independently of the security of its underlying protocol, often depends on the number of active users. Considering, for example, that Ripple is only maintained by very few servers (according to [6] the main network only consists of seven validating servers), the anonymity of the users can easily be compromised without the usage of costly analysis like [116] . Gervais et al. [61] point out that this critique is also valid for Bitcoin itself.
Incentive for participation
There is an ongoing discussion whether coins, respectively a native, inherent currency, is necessary for blockchains or if they could work without them. Blog posts like [7] ask whether blockchain technology might could go on even when the inherent cryptocurrencies fail. Kravchenko [78] points out that there are different kinds of coins and tokens that could be used in blockchain environments. On the one hand there are inherent coins used in the protocol of the underlying blockchain and on the other hand there are tokens built on top of it (that might also be used in Initial Coin Offering (ICOs)). The need for these two kind of coins, respectively tokens, has to be answered separately. More important is the discussion whether the inherent coins are needed for the working of the currency. There are different answers to that question. Cadigan [125] states that there are different working blockchain projects without having the concept of inherent currencies. Private blockchains like R3's Corda or IBM's Fabric demonstrate that it is possible to construct systems without the need for inherent currencies [107] . On the other hand these systems modify one important concept of previous blockchain systems, namely the openness for all people to participate (see Section 3.4 for more details).
Considering only public permissionless blockchains, in which everybody is allowed to participate, the reasons for an inherent currency were already given in Nakamoto's original paper: They state that the inherent currency helps to ensure that the participants stay honest [97] . They justify this claim through the idea that, to create a stable system, staying honest has to be more profitable than trying to cheat. Therefore, a (real-world) incentive is needed to reward honest and punish dishonest participants [39, 58] . Lewenberg et al. [87] and Badertscher et al. [13] further support this claim by providing a game theoretical explanation for the stability of the system that relies on the concept of an external incentive for participants (like receiving coins which are valued by the participants and therefore serve as a currency).
Even though coins and tokens in blockchain systems are often called currencies, it is important to point out that in a legal definition they are not seen as such in most countries [81] . Instead they are sometimes seen as commodities or digital goods. Moreover there is an ongoing discussion about regulations and whether some coins or tokens qualify as a security 4 . Independent of the classification of these inherent currencies, the current (tax) law has to be considered when coins and tokens are owned or used [81] .
Irreversibility and Immutability
Properties, blockchain technology is often attributed for, are its irreversibility and immutability. Irreversibility means that it is impossible to manipulate already issued blocks and is therefore the base for the immutability property of blockchains, which prevents a double-spending of coins [41] . Newer studies demonstrate that these properties are not an intrinsic property of the technology, although they are often misunderstood as such. Conte de Leon et al. [85] point out that the blockchain is neither irreversible nor immutable. The probability that a certain already included transaction gets modified or removed, decreases over time so that it becomes unlikely, although it is not completely impossible [85] .
One real-world example demonstrating the absence of both the irreversibility and immutability of blockchains is the Ethereum blockchain. In 2016 a bug in a smart contract deployed on the Ethereum blockchain (the concept of smart contracts will be described in more detail in Section 3.5) led to a loss of coins worth nearly 60,000,000 USD (the "DAO-bug" [9] ). Since the loss was caused by a bug, respectively its active exploitation (and was considered a hack therefore), there has been a lot of discussions how to recover the coins [119] . In the end the majority of the network modified an old block and restarted the blockchain from that point on. Not all participants appreciated that solution which caused the network to split up into two parties, one using the "corrected" blockchain (Ethereum, "ETH") and one following the blockchain accepting the bug (Ethereum Classic, "ETC") [75] . This incident and the caused hard-fork demonstrate that blocks in the blockchain are not immutable at all. If enough members agree to modify a block or reverse certain transactions, they are able to do so.
Apart from bugs in the code of blockchains there might be other reasons why it could be necessary to be able to modify previous blocks: Matzutt et al. [93] published a study showing that the Bitcoin blockchain contains data that might be illegal to own and to share with others (e.g. child abuse imagery). Since every participant of the network shares the stored blocks with other (new) participants, the members of the Bitcoin blockchain distribute these illegal images. Strictly speaking, the fact that these kinds of images are included in the blockchain makes it illegal in some countries to participate as a miner node [93] .
At the time of writing, there are very few options on how these kind of data could be erased from the blockchain. One possibility is forcing a hard-fork of the blockchain (as it happened in the Ethereum network after the DAO-bug) and starting from a previous point in time again. This would mean that a lot of transaction data would be lost and payments therefore reverted. Since this would lead to a possible double-spending of the coins in newer blocks, this would jeopardize the whole concept of Nakamotos blockchain idea: preventing doublespending would not be possible anymore. Furthermore, at the moment there is no mechanism preventing the insertion of illegal data. In the last years there has been some research on the question of how a blockchain could be implemented offering the modification of previous blocks (see Ateniese et al. [8] and Puddu et al. [113] ). Another possible solution that might minimize the risks of these problems is the idea of processing transactions off-chain (see Section 3.8 for more information on that topic) or enabling mechanisms in which not all data of the blockchain have to be cached to be able to participate as a full member in the network [51] .
For developers of smart contracts the irreversibility and immutability poses a problem for debugging and upgrading their software. As we have seen in the example before, a bug in a smart contract can usually only be fixed by deploying a new version of it. Changes to an existing contract are not possible although there are some design patterns that support dynamic dispatching of function calls, e.g., the proxy 5 or proxy delegate pattern 6 , the DELEGATECALL opcode in Ethereum 7 or registry contracts.
Trustlessness -Reaching consensus between participants
Trust is one of the core elements of blockchain technology and being able to maintain consensus about a shared ledger without the need to trust a central party or any participant is one of the main features blockchain technology enables. It is sometimes said that blockchain based systems represent a shift from trust in institutions (like banks and governments) to trust in cryptographic principles [85, 92] . Nakamoto describes the goal of their system as allowing two parties to transact without the need for a trusted third party [97] . A central question in this context is which cryptographic principles, respectively methods how the network agrees on a commonly shared state, are used to replace the formerly trusted third parties. Nakamoto builds upon the concepts of Back [11] , Dwork and Naor [49] and proposes to use a procedure they call "proof-of-work " (PoW). This makes the creation of blocks a resource-and time-consuming process and they define that the chain of blocks with the highest accumulated proof-of-work is seen as valid. As mentioned in Section 2.3 this procedure is often criticized due to its high energy consumption.
Multiple alternatives with different benefits and disadvantages are being discussed in literature. Some of them will be discussed in the following:
-Practical Byzantine Fault Tolerance (PBFT) is a technique by Castro and Liskov [40] that enables distributed members of a network to efficiently agree on a common state. One disadvantage of this procedure is that the participants of the network have to be known in advance [138] . It is therefore not possible to be used in systems such as Bitcoin that want to enable anyone to join and leave the network at any time. -Proof-of-Stake (PoS) modifies the initial proof-of-work idea by making it easier for participants who already own coins to create a new block (the more coins somebody owns, the easier it is to create a new block) [25, 132] . The core idea of the concept is that participants who already own coins are willing to contribute work to stabilize the network because the value of their coins depends on it. Attacking the network would destabilize it and therefore jeopardize the value of their own coins as well. Giving participants who own coins, and therefore are interested in a stable network, more responsibilities and options to contribute to that goal, seems to be conceived as a good idea. Nonetheless, some researchers indicate there might be attack vectors preventing a real-world usage [108] . -Proof-of-Activity tries to mitigate the shortcomings of proof-of-work and proof-of-stake algorithms by proposing a schema in which multiple users have to work together to create a new block [26] . It could be seen as a combination of the voting idea of PBFT-protocols with the idea of the proofof-work concepts that the right to create blocks should require dedicated work. Unfortunately, as far as we know, these kinds of methods are not widely adapted and therefore also lack a deep practical evaluation. -Proof-of-Elapsed-Time is an example of a schema that relies on trusted computing hardware and uses this to make the creation of blocks verifiable time-consuming [42] . One example of this technique is the Hyperledger Sawtooth project [99] . Unfortunately, this technique requires the users to trust in specific hardware vendors, which could be seen as a contradiction to Nakamoto's idea to trust in algorithms instead of specific institutions. -Other approaches: Apart from the previous concepts, there are also various other attempts to replace the proof-of-work technique with ones that are more suitable in certain situations. Examples for this are "more useful" proof-ofwork algorithms like the Primecoin system in which chains of prime numbers are searched [76] , As previously mentioned the different concepts have various benefits, problems and restrictions. Some researches even state that reaching consensus in an asynchronous system in which a single entity might fail, is impossible altogether [56, 23] .
One general distinction between the types of system is the ability for new participants to join the network. The importance of this difference even led to a distinction in terminology for blockchain systems steering more towards a closed or open direction. There are three broad categories of blockchain systems: Private blockchains, consortium blockchains and public blockchains [147, 148, 65] . Each category offers a different degree of trustlessness and level of security. In private blockchains write permissions are restricted to a single entity or company who is responsible for adding data. Therefore, a distributed consensus mechanism is not required. The stored data can be visible to the public or its read access restricted. This blockchain variation is highly centralized but could offer easier auditability than common databases by using cryptographic elements. Consortium blockchains employ a consensus process which is usually controlled by a predefined set of participants (i.e. the consortium). Therefore, write permissions are partially decentralized and adding a block to the shared ledger requires the majority of the participants to confirm its validity. Reading the ledger can also be public or limited to the consortium itself. Consortium blockchains are sometimes called hybrid blockchains as they are located between private blockchains, with a single trusted entity, as one end of the spectrum and public blockchains, without the need for trust in any participant, on the other end. Public blockchains allow anyone to read the current state and send valid transactions to be included in the shared ledger (i.e. writing data to the blockchain). The consensus process is run by many participants who do not necessarily know or trust each other as anyone can participate and support the process. This results in a highly decentralized system.
Operational purpose
Blockchain technology has been developed initially with the goal to be an alternative to the traditional money system and was extended over time to become the base of various use cases [129] . In literature this evolution is separated into three different stages. Even though different names for the layers exist, they basically mean the same: Swan [129] and Zhang et al. [152] call them "Blockchain 1.0", "Blockchain 2.0" and "Blockchain 3.0", whereas Bodrova [28] and Johnston [73] call them "Type I DApps", "Type II DApps" and "Type III DApps" (where DApp stands for Decentralized Applications). They share the same understanding of the different layers: The first layer consists only of cryptocurrencies (like Bitcoin) that use an own blockchain operated by the users of the corresponding currency. The second layer is based on this, but enhances it by providing smart contracts that could be used to transfer assets of any kinds between the members of the network. Applications of the second layer generally do not use an own blockchain but are part of an existing one in which they are integrated through issued tokens. The third layer describes all other applications that could be build on top of a blockchain but that are not focused on asset transactions. Blockchain 1.0 -Cryptocurrencies As already stated Nakamoto designed their system as an alternative to the traditional financial system which relied on trust in different institutions. Instead the system should only rely on the soundness of mathematical concepts (respectively algorithms) [97] . A lot of subsequent altcoins followed this approach. The website coinmarketcap.com 8 lists more than 2.000 different coins at the time of writing. Even though not all listed coins are solely designed as cryptocurrencies, but provide solutions for the other two layers of blockchain applications as well, some of the oldest and widely used currencies (like Litecoin, Dogecoin or Ripple) fall in this category [129] .
Blockchain 2.0 -Smart Contracts and Decentralized Code Execution
One of the design decisions of the Bitcoin protocol was the limitation of its script language (which is used to prove the ownership of a certain address and therefore of the coins associated with it) to being explicitly Turing-incomplete [58] . The decision was justified by the need to find a way to prevent attackers from creating transactions with infinity loops that might lock the verifier of the transaction in never-ending calculations and prevent them from processing legitimate transactions [4] . At the moment the Bitcoin reference implementation even further restricts the flexibility of the script language by accepting only certain predefined types of transactions [58] .
In 2012 a proposal called "The Second Bitcoin Whitepaper" was published trying to enhance the flexibility of conditions that have to be fulfilled to validate a transaction [144] . The proposal led to more general propositions about ways to embed small programs in the blockchain [36, 77] . In 2013 the project Mastercoin published its whitepaper and proposed an alternative to Bitcoin that allows its users not only to trade assets but to share small programs with others. These programs would be executed by all participants of the network when triggered and could therefore change the global state of the network as it is replicated by the different participants. These initial ideas were the base for the development of Ethereum [146] which is the second most valuable blockchain at the moment (according to coinmarketcap.com 8 ). Currently there are projects trying to enable users of the original Bitcoin network to execute smart contracts as well. For example Rootstock/RSK [86] and Counterparty [45] try to establish this feature through sidechains [27] (see Section 3.8 for more information).
One important aspect is the fact that smart contracts are only the foundation of the second layer of blockchain applications. Antonopoulos [5] points out that decentralized applications consist of a (web) front-end, data storage, communication layers and the back-end software. Only the back-end (or sometimes even only parts of it [141] ) are implemented as smart contracts.
Blockchain 3.0 -Further applications
The third layer of blockchains comprises all applications beyond financial transactions. Antonopoulos states that there are various use cases for blockchain technology and financial applications are only the first [1] . Blockchain technology is often said to be for new digital businesses what TCP/IP has been for the internet: to serve as a technology base layer enabling new use cases [72] . The possibilities for use cases range from medical applications [10, 128] over usages in state government [19, 98] to usage in the context of Internet-of-Things (IoT) [67, 79] . There is ongoing research covering the topic on how to determine whether a certain business idea might benefit from using blockchain technology (see e.g. [141, 147, 91, 105] ).
Since there are very different business cases in which blockchains can be integrated, there are also various ways how these applications interact with the blockchain. Some use the blockchain e.g. to record the timestamps of data through inserting their hashes into an existing blockchain (see digital notary services like OriginStamp [63] or Stampery [106] ). Other projects try to establish a decentralized market using blockchain technology (see e.g. [111] ). Both concepts have to face different challenges. The idea of using existing blockchains to store arbitrary data leads to several discussions about the technical possibilities (e.g. the introduction of the OP RETURN operator for the Bitcoin validation script [18] ) and about the general reasoning for storing data on the blockchain at all (e.g. the Bitcoin Foundation stated that Bitcoin is not designed for this task [33] ). Furthermore, since the data included in the blockchain is distributed to all participants and cannot be erased easily, once it was included, serious legal concerns came up (see e.g. [93] ). Using the blockchain for non-financial use cases often imposes another difficult problem: how can smart contracts that are deterministic and are not able to depend on data outside the blockchain interact with real-world data? One practical example for this kind of problem is a decentralized insurance policy, e.g. where an immediate compensation for delayed flights is implemented 9 . The smart contract of the insurance should automatically activate the payment process in that case, but due to its nature is not able notice delays (or other real-world events). Services like oraclize.it [89] offer a solution to this problem by recording real-world events in the blockchain (where it is accessible by the smart contracts again), but the research is still ongoing [128] .
Confirmation time and transaction costs
From a business perspective, there are two major flaws with blockchain technology: On the one hand, sellers are required to wait for a given time until it is certain that a payment transaction cannot be reversed and on the other hand, publishing a transaction costs a certain fee that might outstrip the value of the actual payment [16] . In the last years a lot of research has been done on how to handle this and and how this influences the operational costs of the resulting software architecture (e.g. [142] ). An easy solution to reduce the confirmation time would be to decrease the average time between blocks (in Bitcoin this is about ten minutes). Several altcoins and alternative blockchains have done so [20] . Unfortunately, if the blockchain is designed as a linear chain of blocks (as its name suggests) this might lead to problems since a smaller blocktime inevitably leads to a higher rate of forks in the blockchain (cf. [47] ), which in turn leads to a waste of energy since all concurrent blocks but the ones of the longest chain (respectively that one with the highest cumulated proof-of-work) are dismissed [4, p. 247] . Sompolinsky et al. [127] present a procedure for interpreting the blockchain as a directed graph and taking sibling blocks into consideration when determining which path of the blockchain is the valid one. Because of this, the computational power included in sibling blocks is not completely wasted anymore, which reduces the need to avoid forks. The (adapted) implementation of the proposed procedure enabled alternative blockchains like Ethereum to reduce their block time significantly (on average 12 seconds for Ethereum versus 10 minutes for Bitcoin) [34] .
Other concepts follow this idea and try to take the "stale" blocks, which would be dismissed in Bitcoin-like concepts, into consideration when building the block structure. For example IOTA's data structure The Tangle [112] groups transactions in a directed acyclic graph (DAG) instead of a single linear chain. In this case the energy used to create the blocks not belonging to the main chain would not be wasted but used to further stabilize it. Another benefit of this procedure is that the transactions grouped in sibling blocks would not be ignored by the network but would belong to the replicated data structure known by all participants independently of the fact that they are not part of the main chain. Hashgraph [15, 14] proposed to use an adapted consensus protocol in which the constantly forking of the chain is intended and the agreement of the other participants of the network to a certain network state can be proven mathematically instead of waiting for them to explicitly express it. This procedure leads to a system in which forks are nothing negative that should be avoided and is therefore able to issue blocks with a very small block time. To give a holistic picture it is necessary to add that, to our knowledge, Hashgraph is not widely used yet (maybe due to the fact that it is patented [15] ) and that The Tangle was criticized a lot because it is difficult for researchers outside the IOTA company to independently evaluate the proposed technology (cf. [103] ).
There are also projects trying to solve the confirmation time problem of Bitcoin without using a DAG data structure. Eyal et al. [53] propose a concept that does not only use blocks but also so-called microblocks that are issued every 10 seconds (while the "full" blocks are still issued roughly every 10 minutes). The microblocks are issued by the creator of the last full block and do not require a proof-of-work. Therefore, the network is able to process more transactions in less time compared to a (Bitcoin-like) system in which every block is secured by such computations.
Apart from the confirmation time of transactions, the second problem that prevents the wide usage of blockchain technology is the required transaction fees. Nakamoto [97] introduced them as an incentive for the miners to process transactions of other users. In an addition to the transaction fee there is also a block reward that is used to incentivize miners to participate in the Bitcoin network. Because Bitcoin is designed as a currency with a fixed maximum amount of coins, the block reward is halved roughly every four years [4, p. 214] . The halving of the mining reward might has some interesting consequences. While it is possible that the transaction fee could simply rise to compensate the miners for the decreasing block reward (even though studies from 2015 [96] and the actual transaction fee development of the last years (see Figure 1 ) seem to disprove this theory), there might also be other consequences like attacks on the network to validate only certain transactions with an especially high transaction fee (cf. [39] ). There are research projects trying to solve these problems, e.g. the IOTA project states that there are no transaction fees in their network 10 . Projects like Soluna [22] try to use renewable energy to mine new blocks and might be able to do so economically without requiring huge transaction fees. Furthermore, there are concepts like off-chaining and sidechains trying to separate multiple small transactions from the main chain (using it only as a security reference) that might be able to offer solutions in which the transaction costs could be reduced significantly compared to a solution using the main blockchain for every transaction (see the following Section 3.8 for more information).
Scalability
Several problems of blockchain technology are summarized under the term scalability. One is the amount of transactions the system can process in a certain time. Since Bitcoin as the origin of blockchain technology is seen as an alternative to the traditional payment processors, Bitcoins ability to process transactions is often compared to traditional credit card vendors. It is often stated that Bitcoin can process a maximum of 7 transactions per second [62] while Visa is said to be able to process a peak number of 56,000 transactions per second [135] . Independent of the question of how long it takes until a transaction is (practically) irreversibly included in the blockchain (see the previous Section 3.6) this is quite an important consideration since it is often sufficiently secure enough when a certain transaction was included in the blockchain at all (cf. [3, p. 25] ).
One solution for this problem is called "Segregated Witness" (SegWit) and was proposed in the Bitcoin Improvement Proposals BIP-141, BIP-143, BIP-144 and BIP-145 11 . In addition to other improvements the core idea of the concept was to change how the size of transactions is counted. In fact, following the proposal, the locking script that is used to prove the ownership of a certain coin to be spent, will not be counted anymore when calculating the size of a transaction. This led to a mechanism which allows more transactions to be included in a block while maintaining the same blocksize as before (which is fixed at 1 MB) [4, p. 329ff.] . For a proposal to additionally increase the maximum block size to 2 MB no consensus between the participants could be reached [134] .
Another aspect of scalability is the way how new participants can be integrated into the network: How easily can the network scale by distributing it to more network members? Although this question is also influenced by the block size, the accumulated size of the whole blockchain is relevant here. The Bitcoin system expects each full member to validate incoming transactions which is only possible if they know about the current state (respectively the amount of coins all addresses possess) of the network. Since the current state of the network is not distributed directly, but has to be calculated by processing all accepted transactions of the network again, new participants have to download the whole blockchain [3, p. 32ff]. The Bitcoin blockchain contains of more than 180 GB of data at the time of writing (Figure 2 visualizes the growing of the Bitcoin blockchain over time). The huge amount of data that has to be downloaded by new participants might be a barrier for their involvement [51, 153] . It is sometimes argued that new participants do not necessarily need the whole blockchain because there are lightweight verification protocols (cf. "Simplified Payment Verification" (SPV) in Nakamoto's initial paper [97] ), but they rely on other participants to have downloaded the whole blockchain and do not enable its users to create new blocks. Solutions like [51] or [126] try to introduce approaches in which old transactions could be dismissed and do not have to be downloaded by new participants anymore. Therefore space and time requirements for new participants could be reduced, which in turn might encourage more people to actively participate in the verification and creation of blocks. Other approaches like sidechains and off-chaining (as explained in the following section) propose to reduce the number of operations required to be executed on the main chain and therefore would help to slow down the growing of the chain. Nevertheless, new participants would still need to download the previous data.
Sidechains and Off-Chaining
Scalability as outlined in the previous section poses several challenges for designing blockchain technologies and has to be kept in mind when creating decentralized applications. Buterin et al. summarize the challenges of blockchain technology in three fundamental properties 12 : Decentralization, scalability and security. The "scalability trilemma" (cf. [152] ) states that it is not possible for a blockchain system to fully support all three properties simultaneously but only two of them. There are three possible combinations: (1) A centralized system (e.g., a web server) offers high scalability and security by being able to add resources on demand (e.g., by adding more RAM to its virtual machine). In contrast, (2) a highly decentralized system offers high security by distributing its elements on many nodes, which comes with the drawback of low scalability. (3) A high degree of decentralization and high scalability can be achieved by simplifying the consensus process, which in turn results in less security. For example the current implementation of Ethereum focuses on decentralization and security, whereas scalability remains as an open issue. There are several proposed solutions which are currently under examination and development. Sidechains are built on top of a main blockchain (e.g. Ethereum) and can use a custom consensus algorithm with own public nodes (e.g. Plasma [109] or Loom Network DAppChains [48] ). This concept increases the performance, makes all transaction on the sidechain publicly visible and simultaneously secures the execution of transactions as the sidechain is connected to the main chain.
In contrast to sidechains, "off-chain" interactions are executed independently from the main chain [50] . During the interaction between two parties, signed receipts of small transactions are exchanged and only the final result will be written to the main chain (in case both parties agree). Off-chaining concepts can be separated into three categories: (1) Transactional off-chaining aims at exchanging tokens (e.g. ERC-20 tokens in Raiden [124] ) or coins (Bitcoins in Lightning [110] ) between two parties via channels that are separated from the main chain. (2) Storage off-chaining aims at providing a means to store arbitrary data (e.g. text and binary files) usually to a decentralized storage network such as IPFS [24] , Sia [136] or Storj [143] . This is due to the fact that storage is very expensive on blockchains such as Ethereum and Bitcoin [118] . (3) Computational off-chaining such as zero-knowledge proofs (see e.g. Zcash, zkSNARKs) can be used because complex computations are not only expensive to be executed, e.g. in a smart-contract, but can also be technically impossible due to the blocksize limit which allows only a certain amount of instructions per block.
Centralized, Decentralized and Distributed Architectures
In the Bitcoin paper Nakamoto [97] states that their technology should enable two parties to transact directly with each other. Later, they use the term "peer-to-peer distributed timestamp server" [97] to describe the proposed Bitcoin system as a solution to enable this. This wording is controversial because in literature the terms "decentralized " and "distributed " are often used synonymously to describe blockchain-like systems (see e.g. [148, 28, 139] ). Internet discussions (e.g. [35] or [28] ) often refer to an explanation of Baran [17] to demonstrate the differences between these two terms. Figure 3 is taken from the original paper from Baran and visualizes their distinction: In a centralized system all nodes are connected to a single central node. In a decentralized system there are multiple nodes serving as bridges between the others. In a fully distributed system any node is connected with all the others via more than one route and therefore preventing the creation of essential nodes, which would split the network in case of an outage.
Independent from the distinction whether Bitcoin is distributed or just decentralized, it is sometimes questioned whether it is even not-centralized at all. Arguments against seeing the technology as not-centralized criticize the central role the developers of the reference implementation, mining-pool operators and the online wallet and exchange operators play [21, 61, 60] . Baran uses their distinction between the terms centralized, decentralized and distributed mainly to discuss the ability of the network to handle failures of (important) parts of the network and its resilience against attacks. Both aspects have also be considered when discussing whether current blockchain systems are not-centralized at all. Event though there is ongoing research trying to develop consensus mechanisms that cannot be outsourced to mining pools [52] and that are not easily adaptable for specialized hardware [151, 117] , it still has to be questioned whether the current networks can handle specific attacks while the consensus mechanism heavily rely on certain hardware and vendors (cf. [145] ). In an online article Buterin [35] picks up this discussion and argues that the distinction of Baran (see Section 3) is misleading. Instead they propose to consider three dimensions of (de-)centralization:
-Architectural (de-)centralization -How many physical computers is a system made up of? -Political (de-)centralization -How many individuals or organizations practically control these computers? -Logical (de-)centralization -Is the system, although distributed to multiple physical computers, representing one logical unit?
They argue that blockchain systems are often politically decentralized (since no single organization controls them) and architecturally decentralized (since the system is designed to be distributed to a lot of physically independent computers) but logically centralized (since it shares one logical state all participants agree on) [35] . Nonetheless, their claim that systems like Ethereum are politically decentralized is often doubted: First, as already said, because of the central role of mining pools, exchanges and online wallet operators, second because of the important role of the reference implementation developers. Laurie [83] argues that e.g. Bitcoin implemented a checkpoint concept in its blockchain to increase scalability and make the integration of transactions more deterministic (since it is not longer possible to modify the chain before the newest checkpoint, data in these blocks are not only unlikely to be modified anymore but it is nearly impossible to do so). The members of the network have to agree which block is considered a checkpoint. Laurie argues that this is done by a group of developers and not in a decentralized manner [83] . To counter this critique, the Ethereum community implemented a decentralized procedure that defines checkpoint blocks [37] .
Other blockchain implementations like private or consortium chains (see Section 3.4) might lead to a different degree of (de-)centralization. Therefore, it is still an area of ongoing research and should be considered when developing blockchain applications (cf. [141] ).
Decentralized Consensus Technology
The huge amount of projects and research, both from academia and industry, concerning blockchain technology shows that it is a topic of huge interest and rapid development. In the previous Section 3 we gave an overview about the wide range of research topics, the problems researchers are trying to solve and the benefits and disadvantages of those solutions. Furthermore, the overview shows that there is a quick evolution of the initial concept presented by Nakamoto. Several of the presented concepts modify or remove core concepts of Nakamotos approach but there are also several projects adding new abilities to the systems they develop that were not mentioned or envisioned in the initial paper of the technology.
These variations of the concept of Nakamoto led to an interesting question: Is the term "blockchain" still appropriate to describe a technology which has modified core concepts of the blockchain idea? To give a more catchy example: Schiener, co-founder of IOTA, describes the IOTA concepts as being a "Blockchain without Blocks and the Chain" [123] . Do we still consider such a system a blockchain or is another term needed to describe such a huge deviation from the initial concept?
We argue that the latter is the case. A proverb, Sokrates is often attributed for, states that the beginning of wisdom is the definition of terms. This might also be true for technical topics. We believe that a lot of the projects presented in the previous section are not modified versions of the initial Bitcoin-like concept but instead developed into independent technologies. To describe them accurately we propose to use the term "Decentralized Consensus Technology" (DCT). Note that this term is not new: Chen et al. [43] already used the term Decentralized Consensus System in 1992 within a slightly different context and Glaser et al. [64] picked it up in context of blockchain systems. Unfortunately, to our knowledge, this terminology is not widely used in literature yet.
Our understanding of the terminology and the relationship of the different terms is visualized in Figure 4 . The following Section 4.1 will briefly explain the differentiation and will try to give examples for the different categories. Despite the differences between the systems summarized with the term Decentralized Consensus Technology, we still believe that there are shared properties. We will elaborate further on this in Section 4.2. 
Decentralized Consensus

Differentiation of Distributed Ledger Technology
We described before that a lot of projects and innovations are based on Bitcoinlike blockchain technology but sometimes modify important properties of the original concept. Nevertheless, they are very often still described with term blockchain technology. While this is probably correct in some cases, there are counterexamples for which it is plainly misleading: IOTA's Tangle for example ("Blockchain without Blocks and the Chain" [123] ) or Hashgraph, which clearly use different data structures and have steered away from the initial concept in important aspects. To regard this fact in literature the term "Decentralized Ledger Technology" is sometimes used (e.g. [152] ).
Nonetheless, we still deem that term to be too specific for some applications: It suggests that the members of the network in question are trying to agree on a commonly available ledger (e.g. the transactions record). On the other hand there are many projects that use a technology inspired by Bitcoin that does not necessarily have a ledger. Considering projects like IPFS [24] , respectively Filecoin [82] , it becomes clear that there are also projects agreeing on elements other than a shared ledger. The Filecoin network, for example, agrees on a shared (virtual) file system. Even though there are projects combining these ideas with a ledger (like Storj does to create a payment and incentive system within their network [143] ), it becomes apparent that the term Distributed Ledger Technology is too restrictive for these kinds of projects. Another example would be the Google project Certificate Transparency 13 which aims at making SSL/TLS certificates more secure. One of the founders of the project lists several arguments why Bitcoin-like blockchain projects are not suitable for the project goals [83] . Nevertheless, the implementation of the project has some remarkable similarities to the initial Bitcoin ideas (e.g. the Log Servers are using append-only data structures to store the monitored certificates). Even though the Log Servers do not directly agree on one global shared log, the network is able to agree on shared knowledge about which certificates have been issued officially and are valid therefore. Following this argumentation, the term Distributed Ledger Technology is still too restrictive to cover the different projects. We propose to use the term Decentralized Consensus Technology instead. The example of the Certificate Transparency project can also be used to argue, why we propose to use the term "Decentralized Consensus Technology" instead of "Distributed Consensus Technology": There are several projects that favor a decentralized architecture (following the definition of Baran [17] ) but do not necessarily are designed in a fully distributed way (in which multiple paths exist between nearly every node; see Figure 3 ). Further examples for systems being decentralized but not always distributed are some consortium blockchains (see Section 3.4).
Properties of Decentralized Consensus Technology
In Section 3 we presented several projects and research approaches that are based on Nakamoto's blockchain concept and further evolved it. We showed that there is no common agreement about the terms and properties of these technologies and therefore proposed the term Decentralized Consensus Technology. Given the presented research and literature (e.g. [85, 152, 31, 41] ) we propose to use the following three properties as a base line for Decentralized Consensus Technology:
-Decentralization: One characteristic of most evaluated projects and research approaches was the common goal to replace a, previously central, service with a decentralized or distributed solution. This is even true for private and consortium blockchains which do not aim at including every willing participant but only some selected ones. -Trustlessness and Resilience: Another property is the general agreement to develop a solution that helps to shift the needed trust from people or institutions to hardware-or software-based algorithms. Furthermore, all approaches we know about are based on the assumption that participants might spread, consciously or by mistake, false and fraudulent messages. -Eventual Consensus and Growing Confidence: The last property we observed during our studies was the common goal to agree on a shared state with all other network members. Herein, the state might be both a ledger or something abstract like the certificates that are seen as valid or the state after executing decentralized code. Furthermore, all approaches known to us, are presenting a methodology in which fraudulent modifications of already issued messages are getting harder and therefore unlikelier the older the message, respectively the block, is.
In addition to these properties, we believe that there are further, use case specific ones. Consider a cryptocurrency that should be developed for highly privacy concerned users, in which case anonymity might also be a key property of the new system. On the other hand, if the application goal depends on smart contracts, the ability to execute code in a decentralized environment might be a core attribute of the system. Wessling et al. [141] propose to use the trust property in order to determine whether and where a blockchain should be integrated into the planned application architecture. We propose to do this for other properties as well. Properties that should be considered are the following:
-Privacy describes the degree of anonymity, respectively retraceability, of transactions in the system. Is it possible to identify the real world identity of the sender and receiver of transactions? -Participation incentive means the way how honest behavior is incentivized and dishonest discouraged. This decision affects the used consensus algorithm, respectively is affected by the selected one. -Irreversibility and immutability deals with whether transactions that have been accepted by the network can be revoked later on. Is it possible to revert actions unwanted by the majority of the network? -Operation purpose describes the overall goal of the system. Should it serve as a decentralized currency or should it be possible to execute arbitrary computations in a decentralized system? -Confirmation time and Transaction costs have to be considered when designing or selecting a suitable foundation of the application to be developed. Both affect the stability and security of the network but might greatly influence how a new application has to be used. -Ability to externalize transactions and computations enables possibilities to decrease the financial and time costs of transactions in the network. Sidechains and Off-Chaining are ways how frequent or complex transactions and calculations can be securely included in the network without negatively influencing the other participants. -Scalability possibilities are ways how the performance of the network can be increased without decreasing the overall security. Several ways have been proposed in the previous years how this can be archived but the impacts and consequences of these ways have to be considered when designing a new application using such a network.
Related Work
At the time of writing, there are only a few papers in the context of our work. For example Bonneau et al. [31] and Conte de Leon et al. [85] evaluate research questions and challenges in the context of cryptocurrencies. In contrast to this work they evaluate the strengths and weaknesses of blockchain-like systems without using this knowledge to advocate a new term describing systems that broadly differ from the initial Bitcoin concept. Furthermore, Conte de Leon et al. [85] even use the term "distributed ledger system" throughout their paper without describing how this differs from blockchain systems, but uses both descriptions synonymously. Both Bonneau et al. [31] and Conte de Leon et al. [85] , of course, only consider work that was known during the time of writing of their articles. Since Decentralized Consensus Technology is a fast developing field of research a lot of important aspects and improvements of the recent years are therefore not present and considered in their work but in ours.
There are different works trying to identify properties of blockchain systems (especially Bitcoin), such as [41] , [38] , [90] or [139] . Approaches like [64] focus a broader and less technical view on that topic and studies like [152] evaluate the properties of such systems with focus on the attributes decentralisation, consistency and scalability in comparison with the CAP theorem of traditional database systems. Furthermore, there are efforts from the National Institute of Standards and Technology (NIST) [149] and the International Organization for Standardization (ISO) 14 to define terms in the context of Decentralized Consensus Technology. To our knowledge, both exclusively focus on blockchain technology (like Bitcoin) and do not propose a more generic term to cope with the properties new research approaches modify, remove or add. In contrast to our contribution, their target audience has none or little knowledge of blockchain technology (cf. [149, p. iii]).
Conclusion
Starting with the Bitcoin concept a lot of research has been done in the context of blockchain technology and applications. Unfortunately, there is no commonly shared knowledge about terms in that field of research. Various research papers start with a (new) introduction to that topic and partly new terms. The core concept as implemented by Bitcoin is often called blockchain technology because (financial) transactions are bundled in blocks which refer to their ancestors and therefore form a chain. Due to their cryptographic implementation and game theoretical concepts, the confidence that a certain block cannot be modified, grows over time. The initial concept by Nakamoto has some problems, like scalability issues, attack vectors or confirmation time and costs for new transactions. In the last years a lot of research, both by academical and industrial researchers, has been done to address these problems. Some of them modify the core principles of the original concept significantly or focus on other properties than the initial proposal. It has to be questioned whether these new concepts still adequately could be described as blockchain technology. Consider technologies explicitly refusing to be seen as blockchain technology but following similar ideas. We proposed to use the term Decentralized Consensus Technology as a general category instead. Decentralized Consensus Technology consists of decentralized ledger and non-ledger technologies. Blockchain technology in turn is only one variant of Decentralized Ledger Technology.
Furthermore, we identified three main characteristics of Decentralized Consensus Technologies: decentralization, trustlessness and its ability to eventually reach consensus. Depending on the use case of the specific implementation other properties also have to be considered. We gave an overview of the current research and showed which properties of the initial concept are modified or removed and which new attributes are added by the various scientific contributions. We used this insights to further derive use case specific properties like privacy, participation incentive, irreversibility and immutability, operation purpose, confirmation time, transaction costs, ability to externalize transactions and computations and scalability possibilities. We propose to take these terminology and properties into consideration when evaluating, describing and modelling the creation or usage of Decentralized Consensus Technology in upcoming projects and research.
